Criteria & Guidance for StateRAMP Security Snapshot

StateRAMP

Overview

The 2024 StateRAMP Security Snapshot provides an updated evaluation tool for assessing cloud
service providers’ security postures. It features revised controls aligned with NIST 800-53 Rev. 5
and utilizes scoring that reflects the control protection values from the MITRE ATT&CK Framework.

Key highlights include:

* No 3PAO Required: The Security Snapshot does not necessitate a Third-Party Assessment
Organization (3PAOQ), simplifying the evaluation process.

¢ Virtual Abridged Audit: Conducted by the StateRAMP PMO, this audit offers a comprehensive
analysis without the need for an on-site visit.

e Targeted Control Focus: The Snapshot analyzes the 40 most impactful StateRAMP Ready
controls, enabling participants to assess their product maturity in alignment with NIST 800-53
Rev. 5.
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To prepare for a Snapshot assessment, utilize the following resources that provide
essential test case examples and artifact guidance:

e Security Snapshot Criteria and Scoring
e Security Snapshot Test Case Criteria and Artifact Guidance

For more insights and to explore the available assessment options, please visit here.
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https://s33104.pcdn.co/wp-content/uploads/2024/05/StateRAMP-Snapshot-Matrix_Rev5_V1.1_202405.xlsx
https://s33104.pcdn.co/wp-content/uploads/2024/05/Snapshot_Rev-5.zip
https://stateramp.org/providers/snapshot/
https://github.com/GSA/threat-analysis
http://stateramp.org/

